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Procedure for Using SMIT Work Devices Abroad
On the basis of § 10 section 2 of the Regulation No 8 of the Minister of the Interior of 17 February
2020 Statutes of the IT and Development Centre of the Ministry of the Interior of Estonia:
1. Hereby I enact the appended directive Procedure for Using SMIT Work Devices Abroad.
2. The directive will enter into force from the moment of signing.

3. Irepeal the directive of the Director General (23.04.2024) No. 1-1/23, Guidelines to Using
SMIT Devices Abroad and Traveling to a Risk Country.

4. The head of the Information Security Department shall be in control of the execution of

the directive.

ANNEXES:

Annex 1: Procedure for Using SMIT Work Devices Abroad
Annex 2: The form of the approval application
Annex 3: List of permitted countries

(signed digitally)

Mart Nielsen
Director General
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Annex 1. Procedure for Using SMIT Work Devices Abroad

1. Principles when working remotely abroad and/or crossing the border with SMIT devices

1.1.
1.2.

2.2.

2.3.

2.4.

2.5.

2.6.

The Procedure applies to all persons using SMIT devices (laptop, mobile phone, etc.).

The rules for going abroad with SMIT devices (for any reason) and for working remotely from
abroad are agreed upon by the employee and his or her direct manager, following the
Information Security Procedure and cooperation agreements described in this Procedure.

Requirements related to location

. Before going abroad, the employee must examine the current limitations/risk level of the

country of destination, taking into account the security situation, travel warnings and
instructions and restrictions of the local authorities in the country of location. It is
recommended to visit the Ministry of Foreign Affairs website for information about the
country of destination at https://reisitargalt.vm.ee/.

By written agreement with the direct manager, it is allowed to work remotely by using SMIT
devices in the countries of the European Union, the countries of the European Economic Area,
NATO member states, Switzerland, Andorra, Monaco and San Marino. The list of countries
is set out in Annex 3.

In a country subject to notification obligation (Russian Federation, Belarus, North Korea,
etc.), including the transit zone, it is not allowed to use SMIT devices or perform remote work,
except with the written approval of the direct manager and the risk manager if necessary for
unavoidable work needs. A list of countries subject to notification obligation and related
recommendations, threats and notification form can be found:
https://wiki.smit.sise/pages/viewpage.action?spaceKey=SEC&title=Riskiriikidesse+reisimis
egatseotud+ohud+jatsoovitused.

When traveling to countries subject to the notification obligation, persons with the right of
access to state secrets are subject to the notification obligation.

The requirements for working in countries other than those mentioned in clause 2.2, nor those
subject to notification obligation, are agreed in writing in each specific case and coordinated
by the direct manager.

If an employee wishes to bring a SMIT laptop or mobile phone in a country other than that
mentioned in clause 2.2, and which is not a country subject to the notification obligation, the
risk manager will coordinate the taking of the work device. There is no need to coordinate
taking a mobile phone with standard profile.

3. Required coordination when going abroad with a SMIT device

Region Coordination
Work Vacation
Country allowed to work | Direct manager No need
(clause 2.2)
Country subject to Working is not allowed, The taking of device is not
notification obligation except in case of permitted
(clause 2.3) unavoidable need for work,
with the approval of the
direct manager and risk
manager
Other countries (clauses Direct manager and risk Risk manager (when taking
2.5 and 2.6) manager a laptop and/or mobile
phone with special profile)



https://reisitargalt.vm.ee/
https://wiki.smit.sise/pages/viewpage.action?spaceKey=SEC&title=Riskiriikidesse+reisimisega+seotud+ohud+ja+soovitused
https://wiki.smit.sise/pages/viewpage.action?spaceKey=SEC&title=Riskiriikidesse+reisimisega+seotud+ohud+ja+soovitused
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3.1. In the cases referred to in clauses 2.3, 2.5 and 2.6, a request for approval shall be submitted to
Service Desk. The request must be submitted for approval to the direct manager in accordance
with the table above and, depending on the country to be visited and the device taken, to the
SMIT risk manager, who will give the approval on behalf of the Information Security
Department.

3.2. The external partner’s employee informs about their wish to work remotely abroad with the
SMIT device their SMIT contact person, who, if they agree to the remote work, enters the
data of the partner’s completed and digitally signed approval application (Annex 2) into
Service Desk and forwards it to the risk manager for approval.

3.3. The risk manager shall give his or her consent on the basis of the reason for bringing the work
device, the duration and place of work, the terms of the agreement and other circumstances
related to the stay abroad. The assessment of location security is based, among other things,
on the information on the website of the Ministry of Foreign Affairs concerning the specific
country.

4. Requirements for employees

4.1. When abroad/working remotely abroad, work-related information may only be processed
using devices issued by SMIT and the information security requirements of SMIT must be
observed in order to ensure the protection and confidentiality of work-related information
(including conversations, data, notes, etc.).

4.2. The SMIT employee working in a foreign country must have completed information security
and data protection trainings and become familiar with the relevant procedures, including how
to process and protect sensitive information.

4.3. The user of the device must:

4.3.1. have thought through the workplace and work organisation to ensure that
information security and data protection requirements are met. This means, among other
things, not working in a public place or where third parties may view the screen, listen to
calls, etc.;

4.3.2. be aware of the environment around them and, if necessary or in case of suspicious
situations, inform their manager and/or the Information Security Department and/or the
person responsible for data protection in SMIT. The external partner’s employee informs
their SMIT contact person.

5. Ensuring the safety of workplaces and devices

5.1. When traveling, the safety of work devices must be ensured and not allowed into the
possession of third parties. Work devices may only be transported as hand luggage under
constant control or the user.

5.2. The user of the work device must inform SMIT as soon as possible and before using the work
device again if at the border the border control (for example, for customs check, etc.) requires
him or her to hand over the work device or if the devices used for performing work duties fall
into the possession of strangers, or there is a suspicion that they may have fallen into the
possession of strangers.

5.3. The user of the work device takes into account that the device and accesses necessary for the
work are provided in Estonia and they must not move out of the user’s possession.

5.4. The user of the work device takes into account that SMIT does not provide technician services
abroad and remotely. In the event of a technical failure of the device, the user will contact the
SMIT office suitable for him or her.

5.5. When staying abroad, the user must take into account the life cycle of the work device issued
and the fact that the new work device will be issued by the SMIT technician in Estonia.

5.6. The user must check, whether there is sufficient data connection for remote work on site to
ensure the required quality of the work processes, including video transmissions.

5.7. When storing work devices and work-related information/data, their security must be ensured,
e.g. storage in a locked room or safe, to prevent third parties from accessing the devices/data.
In rooms where third parties have access (e.g. hotel staff in hotel rooms), work devices must
be stored in a locked safe. When not using the work device and if it is not possible to use the
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6.
6.1

6.2.

6.3.

7.
7.1
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safe, the work device must be kept in a security envelope that allows identifying unauthorised
opening. Security envelopes can be obtained from office assistants or technicians.
. If removable media or paper-based information are used while working abroad, the relevant
provisions of the Information Security Procedure must be followed when handling them.
Exceptions must be coordinated with the Information Security Department.

Taking into account restrictions on processing state secrets abroad

. If the duties of the employee (including national defense jobs) require the processing of
classified information, their stay in SMIT’s premises or in the premises designated as the
administrative area of the partners must be ensured. The processing of classified information
abroad is not possible or permitted.

Failure to perform or unreasonable delay in the performance of tasks requiring the processing
of classified information shall not be justified by inconvenience related to coming to the
premises or by staying abroad.

If, due to emergency situation, the duties or work experience/skills of an employee engaged
in remote work abroad may require the performance of tasks related to the processing of
classified information in Estonia, he or she must be able to return to suitable premises for
processing the information within a reasonable period of time.

Avoiding product/service/team and operational risks
. The employee together with the direct manager agree on and mitigate, e.g. by agreements on
substitution or quick return, operational risks, including:
7.1.1. determine the hours of work and the requirements/needs of the employee’s
availability and response time and the requirements for making changes in the operational
process, e.g. how quickly and dynamically agreements can change;

7.1.2. consider how to organise the remote communication with the parties, what is the
workload of the given job and the dynamics of developments/deadlines/requirements;

7.1.3. consider the needs of physical meetings and instructions in the event of such
situations;

7.1.4. consider how to act remotely in case of potential incidents and how to respond to
them in the case of a product or service managed/developed by the employee;

7.1.5. establish a reasonable time for returning to suitable premises if there is a need for

processing classified information or performing the duties of a national defense job,
including agreeing on how to ensure readiness for circumstances where there may be an
urgent need to perform duties that can only be performed in Estonia (e.g. acts related to
national interests and security).



Annex 2. The form of the approval application

Purpose of going abroad

LIWork [ Vacation [Both

Which SMIT device will be
taken and for what it will be
used for during the trip.

The route of the journey,
including transit countries.

Time of travel (dates).

Description of the work
conditions in the foreign
country (office, home, hotel,
cafe, etc.).

Other agreements.

I confirm that:

I am familiar with the Procedure for Using SMIT Work Devices Abroad.

If during the trip I lose the possession of the devices in a way that indicates unauthorised access
to the device (e.g. baggage containing the work device stays unreasonably long in the airport

baggage check), [ am aware that they may not be used for processing work-related information
after unauthorised access and I must inform the Customer Support immediately of the incident.

I am aware that remote work is not allowed in public places or places where third parties may
view the screen, listen to calls, etc.

Name: ..................
(Signed digitally)




Annex 3. List of permitted countries (as of June 2025)

Albania Lithuania
Andorra Luxembourg
Austria Malta

Belgium Monaco

Bulgaria Montenegro
Canada Netherlands
Croatia North Macedonia
Cyprus Norway

Czech Republic Poland

Denmark Portugal

Finland Romania

France San Marino
Germany Slovakia

Greece Slovenia
Hungary Spain

Iceland Sweden

Ireland Switzerland

Italy Turkey

Latvia United Kingdom of Great Britain and

Northern Ireland

Liechtenstein

United States of America




